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These systems underpin technologies like secure messaging, e-commerce, online banking, 

digital signatures, and blockchain, ensuring the security of billions of transactions daily.          

Modern cryptographic techniques can be broadly categorized into two types: symmetric-key 

cryptography and asymmetric-key cryptography. Symmetric-key cryptography involves a single 

shared key for both encryption and decryption, while asymmetric-key cryptography uses a pair 

of keys—one public and one private—for secure communication. Advanced cryptographic 

methods, such as hash functions and elliptic curve cryptography, are also critical for addressing 

diverse security needs in an increasingly interconnected world.          

As cyber threats grow more sophisticated, the importance of cryptography continues to rise. It 

not only protects sensitive data from malicious actors but also enables the trust and reliability 

necessary for the continued advancement of digital systems. Cryptography is a cornerstone of 

cybersecurity and a fundamental enabler of privacy, trust, and innovation in the digital age.          

Cryptography is an art of communication between two people by keeping the information not 

known to others. It is based upon two factors, namely encryption and decryption. Encryption 

means the process of transformation of information into a secret code, which hides the true 

meaning. On the other hand, Decryption means the transformation of the coded message back to 

original form. Encryption and decryption require a secret code which is known only to the 

sender and the receiver. This secret code is called a key. Encrypted text transformed from plain- 

text using encryption algorithm is called cipher text. Cryptography Algorithm is classified 

mainly into two major types: Symmetric-key cryptography and public-key cryptography. In 

symmetric key encryption  the message is encrypted using a key and the same key is used to 

decrypt the message, which makes it easy to use but less secure. The Data Encryption Standard 

(DES) and the Advance Encryption Standard (AES) are examples of Symmetric-key 

cryptography methods. In public-key cryptography each sender and receiver uses two different 

keys- public key and private key to encrypt and decrypt data, the public key is freely distributed 

while private key is kept secret. It is more secure than the symmetric key cryptography. The 
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message which is to be transmitted is encrypted to cipher text at the encryption process and the 

secret code is obtained.          

                                                                                                                                                                   

1.1 History and Evolution of Cryptography           

The history of cryptography begins thousands of years ago. The art of cryptography is 

considered to be born along with the art of writing. From ages human had two inherent needs- 

to share information and to communicate selectively. These needs set off the rise of art of 

coding in such a way that only intended people can have the access to the information. 

Unauthorized people can’t extract any information, even if the scrambled message is accessed 

by them.          

The first known Invented cryptography was found in the 1900 BC in the main chamber of the 

tomb of the nobleman Khnumhotep II, in Egypt. Hieroglyphs carved into monuments from 

Egypt’s old kingdom (4500+ year ago) is the earliest known use of cryptography found in 

nonstandard. In most majors early Civilization, evidences of some use of cryptography has been 

identified. “Risalah fi istikhraj al-mu’amma” is the book wrote by Al-kindi(manuscript for the          

Deciphering Crypto- graphic Messages), in 850 CE. He was a pioneer in crypto analysis and 

cryptology, and devised new methods of breaking cipher, including the frequency analysis 

method. Until the development of the poly alphabetic cipher, essentially all ciphers remained 

vulnerable to the cryptanalytic technique of frequency analysis. Leon Battista Alberti has 

explained, the polyalphabetic cipher, around the year 1467, for which he was called the "father 

of Western Cryptology". Kautilya has written a state craft named “Arthashastra” which describe 

the assignment given to spice in secret writing. Edgar Allan Poe used systematic methods to 

solve cipher in the 1840s. He placed a notice of his abilities in the Philadelphia paper, inviting 

submissions of cipher, of which he proceeded to solve almost all. It created a public stir for 

some months. Later he wrote an essay on methods of cryptography which is useful in proved 

introduction for novice British cryptanalysts codes and German codes and cipher during World 

War I. Teletype cipher which is introduced by Gilbert Vernam in 1917, kept a paper tape, is 
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combined character with plaintext message to produce the cypher text. This led to the 

development  of electromechanical devices as cipher machines.         

        

        

Mechanical and electromechanical machines were widely used during World War II, although 

where such machines were impractical-manual systems continued in use. Nazi Germany widely 

used the Enigma machine, where as SIGABA was used by British army.          

 The earlier invented method of cryptography is a Roman method popularly known as Ceaser 

shift method. Around 100 BC, Julius Caesar used a form of encryption, which was later known 

as Caesar cipher to convey  secret message to army generals in war front. During the beginning 

of the 19th, Century Hebern developed an electro mechanical contraption which was known as 

Hebern rotor machine. A single router was used in the encryption in which the secret key is 

embedded in a rotating disc. Later the Enigma machine was invented by a German Engineer 

Arthur Scherbius during the end of World War I which used three or more rotators for its 

functioning. This Enigma machine was heavily used by the German forces during the Second 

World War. In the early 1970s, due to the high demand on encryption by the customers, IBM 

formed a group “Crypto group” headed by Horst-Feistal and they have the signed a site for 

called Lucifer. Eventually Lucifer was accepted worldwide and was called DES. Further in 

2000, the AES was developed.          

After the European Renaissance, various Italian and papal states led the rapid proliferation of 

cryptographic techniques. Attack techniques and various analysis were researched in this era to 

break the secret codes. Coding techniques has improved such as Vigenere coding came in to 

existence in the 15 th century, which offered moving letters in messages with a number of 

variable places instead of moving them the same number of places.  A technique for encrypting 

alphabetic text is the Vigenere Cipher. It employs a straightforward method of polyalphabetic 

substitution. Any substitution-based encryption that employs numerous substitution  alphabets is 

referred to as a polyalphabetic cypher. With the Vigenère square or Vigenère table, the original 
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text is encrypted. The table has the 26 potential Caesar Ciphers written out 26 times in various 

rows. With each alphabet shifting cyclically to the left in comparison to the previous alphabet.  

The cipher switches to an alphabet from one of the rows at various stages of the encryption 

process. Each point’s alphabet is determined by a keyword that appears repeatedly.         

       

After 19th century, cryptography approaches to encryption to the more sophisticated art and 

science of information security. At the close of World War I, German engineer Arthur Scherbius 

created the Enigma machine. There were several distinct Enigma models made, but the German 

military versions with a plugboard were the most intricate. Models from Italy and Japan were 

also in use. Enigma gained widespread recognition in the military after being adopted (in a 

somewhat modified version) by the German Navy in 1926 and the German Army and Air Force 

shortly after. German military strategy prior to World War I focused on quick, mobile units and 

blitzkrieg tactics, which rely on radio transmission for command and coordination. Radio 

signals had to be encrypted securely since enemies would probably try to intercept them. The 

Enigma machine satisfied that need by being small and portable.          

In the period of World War II, cryptography and cryptanalysis became excessively 

mathematical. Government organizations, military units, and some corporate houses started 

adopting the applications of Cryptography. They use cryptography as a guard their secrets from 

others. The arrival of computers and the internet has bought effective cryptography within the 

reach of common people.  These innovative breakthroughs and discoveries in cryptography are 

fostering a promising future for the discipline. The biggest shift that’s supposedly coming is 

quantum computing. The computer capacity at our disposal can be exponentially increased via 

quantum computing, which uses the characteristics of the superpositioned particles. This implies 

that the cryptographic operations that are currently too complex to operate on silicon chips 

could be made. Feasible on a quantum device, potentially rendering current encryption obsolete.            
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1.3 Types of Cryptography           

Cryptography is broadly classified into three. They are symmetric key cryptography and 

asymmetric key cryptography.          

1.3.1 Symmetric Key Cryptography           

The cryptographic method in which same key is used for both encryption and decryption of 

information is called symmetric key cryptography. Therefore the sender and the receiver will be 

having access for the key. Since both the parties have access to the secret key, it is considered as 

a main drawback of the symmetric key encryption compared to the public key encryption.     

Symmetric key Cryptography is commonly used in today’s internet. AES and DES are the 

common Encryption Algorithm used in symmetric key cryptography. It is faster than           

asymmetric key cryptography. Symmetric key encryption either uses stream cipher or block 

cipher. The stream cipher encrypt digits or letters of a message there as block cipher consider 

bits as a single unit and encrypt them as a whole. Payment applications, generation random 

number generation or hashing are some if the applications of symmetric key cryptography.          

1.3.2 Asymmetric Key Cryptography           

Asymmetric key Cryptography is a public key cryptographic scheme which requires two 

different keys. One key is used to the encryption process and other is use for the decryption of 

the cipher text. One of the key in the asymmetric key encryption is a public key which is 

accessible to the public and the other is kept private which is known as private key. Asymmetric 

key encryption is also known as public key cryptography. The advantage of asymmetric 

Cryptography compared to symmetric key cryptography is the non-Reliance on a single point of 

failure of key. Asymmetric key Cryptography has a Increase data security. Since asymmetric 

key encryption uses a longer key for the encryption process, it results in a slower encryption 

speed. Digital signature, TLS or SSL handshake, crypto currency are some of the application of 

asymmetric key cryptography.            
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1.3.3 Hashing           

Hashing is the process of transforming any given key or a string of characters into another 

value.    

This is usually represented by a shorter, fixed-length value or key that represents and makes it 

easier to find or employ the original string. The most popular use of hashing is for setting up 

hash tables. A hash table stores key and value pairs in a list that’s accessible through its index.          

Because the number of keys and value pairs is unlimited, the hash function maps the keys to the 

table size. A hash value then becomes the index for a specific element. A hash function 

generates new values according to a mathematical hashing algorithm, known as a hash value or 

simply a hash. To prevent the conversion of a hash back into the original key, a good hash 

always uses a one-way hashing algorithm.          

Hashing is relevant to but not limited to data indexing and retrieval, digital signatures, 

cybersecurity, and cryptography . Hashing is used in data structures to efficiently store and 

retrieve data.           

Hashing is a one-way process that turns data into a fixed-length hash value using a hash 

function.The primary goal of hashing is to ensure data integrity and validate the original data.        

Hash functions are intended to be fast and efficient, generating unique hash values for each 

input. Hashing is irreversible, which means it’s computationally impractical to recover the 

original data from the hash value and is often used to store passwords, create digital signatures 

and verify data integrity.          

1.4 Applications of Cryptography           

Cryptography has been used in our daily life. Cryptography plays an important role in each time 

when we make an online purchase, making an online transaction, sending an email withdrawing 

money from ATM and so on. Cryptography secures all the information that we transmit through 

the internet. Cryptographic techniques like digital signature protects our information from 

forgeries and fraudulent. It ensures authentication of identity, prevent document tampering and 
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establishes the trust between servers. Most of the communication platform have been encrypted. 

Social media like WhatsApp, Instagram, Telegram has made use of the idea of encryption for 

transmitting the messages and keeping it secure. Cryptography also helps in encrypting 

company devices, protecting sensitive data, encrypting databases and securing a website. Https 

or Secure Hyper Text Transfer Protocol is used for securing website.          

1.4 .1 ATM          

Authorized cardholders can withdraw cash and carry out other financial operations at an ATM 

without having to go to a bank branch because to the convenient and secure service it offers. A 

secure communications network, is used by banks to authorise each ATM transaction. This 

network encrypts data so that only the sender and the intended recipient can decipher it.              

1.4.2 Email          

Email encryption is a method of authentication that stops messages from being read by an 

unauthorized or unintended person. The original communication is scrambled and put into an 

unintelligible or unreadable format. When sending sensitive material over email, encryption is 

required. In order to commit crimes like identity theft and fraud, hackers target victims via 

email and steal data, including personal information like names, addresses, and login 

credentials. Additionally, while the majority of sent emails are encrypted during transmission, 

the data is retained in clear text, allowing email providers to access the content. End-to-end 

encryption is often not offered by well known free email services, making it simple for hackers 

to intercept delivered messages.          

Public-key cryptography and digital signature technologies are used by email encryption 

solutions to encrypt email messages. By following this procedure, you may be sure that only the 

intended recipient will be able to open your emails.You can encrypt emails when transmitting 

important information in them. When text is encrypted for email, it is transformed from plain 

text to scrambled cipher text. Only the receiver has access to the private key and this key will be 

used to decode the email which enable to view it.          
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1.4.3 Digital Signature           

Just like signature on paper, digital signature has become an important tool in business with the 

development of technology. Digital signature also has the legal power as hand written 

signature.Digital signature is a cryptographic value calculated from the data and a secret key 

known only by the signer. The message belongs to the sender should be assured to the receiver.          

This is crucial in business as the chance of dispute over the data exchanges are high.          

    

1.4.4 HTTPS          

Hyper Text Transfer Protocol Secure or https helps to set the information free on a web. It is an 

everyday application of cryptography. It is a primary protocol which is used to send data 

between a browser and a website. It is important to be encrypted as uses transmit sensitive data 

such as details of bank account, email service and so on. A website which require login 

credential should use https. A browser which does not use https are flagged as non secure.           

1.4.5 Cryptocurrencies           

Cryptocurrency uses three different cryptographic methods for encryption. Symmetric   

Encryption asymmetric Encryption and hashing has been used in Crypto currencies. The Bitcoin 

network uses has function to ensure the security of blockchain and immutability of the trans 

mission. Cryptocurrencies use cryptography which make the transactions anonymous secure and 

trustless. The identity of the person is not needed for the transaction. Details of bank, credit card 

company are not collected for the transaction.          

1.4.6 Time Stamping           

Time Stamping is the technique which certify the time when an electronic document or 

communication was existed or delivered. Encryption model blind signature scheme. The scheme 

of blind signature helps the sender to receive a message receipted by another person without 
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revealing the information about the message to others. The possible applications of time 

stamping include patent application, copyright archives and contracts.          
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     2.2 Quantum Information Processing           

Quantum physics offers the world of communications both opportunities and threats.  

Opportunities, from the fundamental nature of indivisible quanta and our inability to copy them, 

and threats because of the enormous potential of quantum computing provided the decoherence 

obstacle can be overcome so that large-scale quantum registers can be manipulated. This entry 

concentrates on secure key distribution (QKD) for cryptography as it represents the most 

developed quantum technology. In QKD, classical information is transmitted using a quantum 

resource. However, quantum information itself can also be transmitted: This is the basis of 

quantum teleportation. This area has developed into one of the major growth fields of modern 

physics and is likely to generate new insights, new applications, and new technologies.The 

potential applications of these quantum information processing methods include provably secure 

key distribution for cryptography, rapid integer factoring, and quantum simulation.          

The fundamental features of quantum information processing (QIP) are different from that of 

classical computing and can be summarized into the following three:          

2.2.1 Entanglement           

Entanglement is the phenomenon of a group of particles being generated, 

interacting, or sharing spatial proximity in such a way that the quantum state of 

each particle of the group cannot be described independently of the state of the 

others, including when the particles are separated by a large distance. The topic of 

quantum entanglement is at the heart of the disparity between classical physics and 

quantum physics: entanglement is a primary feature of quantum mechanics not 

present in classical mechanics.Just as energy is a resource that facilitates 

mechanical operations, entanglement is a resource that facilitates performing tasks 

that involve communication and computation.The use of entanglement in 
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communication and computation is an active area of research and development.An 

example of entanglement is a subatomic particle that decays into an entangled pair     

of other particles.          

Entanglement Properties  

1. Correlation: Entangled particles are correlated, meaning their properties are connected.  

2. Non-Locality: Entangled particles can be separated by large distances, yet still be correlated.  

3. Quantum Superposition  

Entanglement Generation  

1. Quantum Gates: Entanglement can be generated using quantum gates, such as the CNOT gate.  

2. Quantum Measurement: Entanglement can be generated through quantum measurement, such 

as projective measurement.  

3. Spontaneous Parametric Down-Conversion (SPDC): Entanglement can be generated through 

SPDC, a process that creates entangled photon pairs.  

  

Entanglement-Based Quantum Cryptographic Protocols  

1. BB84 Protocol: Uses entangled photons to create secure keys.  

2. Ekert Protocol: Employs entangled particles to detect eavesdropping.  

3. Quantum Secure Direct Communication (QSDC)*: Enables secure communication using 

entangled particles.  
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4. Dense Coding: Enables secure communication using entangled particles.  

Entanglement Swapping  

1. Entanglement Swapping: A process that enables entanglement between two particles that have 

never interacted before.  

2. Quantum Teleportation: A process that enables the transfer of quantum information from one  

particle to another.  

  

2.2.2 Superposition           

Superposition is a fundamental principle of quantum computing that allows qubits to represent 

multiple states at once, which gives quantum computers their ability to process information in 

parallel. Quantum computers can process many inputs simultaneously because of the 

superposition of qubits. This allows them to represent complex problems in new ways and 

perform operations that classical computers can’t. Qubits can represent a combination of 0 and 1 

with different probabilities. Researchers use precision lasers or microwave beams to manipulate 

qubits into superposition.The final result of a calculation emerges when the qubits are measured, 

which causes their quantum state to “collapse” to either 1 or          

0.Groups of qubits in superposition can create complex, multidimensional computational spaces. 

Complex problems can be represented in new ways in these spaces. This superposition of qubits 

gives quantum computers their inherent parallelism, allowing them to process many inputs 

simultaneously. Controlling the superposition of qubits is a central challenge in quantum 

computation.           

Mathematical Representation of Superposition  

In quantum mechanics, superposition is represented mathematically using wave functions and 

linear algebra. A qubit in superposition can be represented as:  
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|ψ= a|0+ b|1  

Where a and b are complex coefficients that satisfy the normalization condition:  

|a|^2 + |b|^2 = 1  

  

Superposition in Quantum Computing  

Superposition is a key feature of quantum computing that enables quantum parallelism. Quantum 

parallelism allows a single quantum operation to be performed on multiple states simultaneously, 

which can lead to exponential speedup over classical algorithms.  

  

Examples of Superposition in Quantum Computing  

1. Shor’s Algorithm : Shor’s algorithm uses superposition to factor large numbers 

exponentially faster than classical algorithms.  

2. Grover’s Algorithm : Grover’s algorithm uses superposition to search an unsorted database 

of N entries in O(√N) time, which is faster than the O(N) time required by classical algorithms.  

  

Superposition is also used in quantum cryptography to create secure keys and enable secure 

communication.  

  

• Examples of Superposition in Quantum Cryptography  

1. Quantum Key Distribution (QKD): QKD protocols, such as BB84, use superposition to 

create secure keys between two parties.  

2. Quantum Encryption : Quantum encryption protocols, such as quantum secure direct 

communication (QSDC), use superposition to enable secure communication.  
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• Benefits of Superposition in Quantum Cryptography  

1. Provable Security : Superposition-based protocols offer provable security, ensuring 

confidentiality and integrity.  

2. High-Speed Secure Communication : Superposition enables fast and secure 

communication over long distances.  

3. Resistance to Eavesdropping :  Superposition-based protocols can detect eavesdropping, 

ensuring secure communication.  

  

• Challenges and Limitations  

1. Noise and Error Correction : Superposition-based protocols are sensitive to noise and errors.  

2. Scalability : Scaling superposition-based protocols to accommodate large numbers of users is a 

challenge.  

3. Quantum Control : Maintaining control over quantum systems is essential for 

superpositionbased protocols.  

  

  

2.2.3 Quantum Parallelism           

Quantum parallelism is the heuristic that quantum computers can be thought of as evaluating a 

function for multiple input values simultaneously. This can be achieved by preparing a quantum 

system in a superposition of input states and applying a unitary transformation that encodes the 

function to be evaluated. The resulting state encodes the function’s output values for all input 

values in the superposition, allowing for the computation of multiple outputs simultaneously. 

This property is key to the speedup of many quantum algorithms. However, “parallelism” in this 

sense is insufficient to speed up a computation, because the measurement at the end of the 

computation gives only one value. To be useful, a quantum algorithm must also incorporate some 
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other conceptual ingredient. In quantum computing, the entanglement of each additional qubit 

exponentially grows the state space. The application of even one single-qubit operation on any of 

those entangled qubits can affect the entire state space in a kind of massive quantum parallelism. 

Quantum computers are remarkably inefficient at solving simple problems. However, they can be 

remarkably efficient at solving classically intractable problems – problems that cannot be solved 

efficiently with classical  computers. Quantum parallelism is deeply rooted in mathematical 

concepts, particularly in:  

• Linear Algebra  

1. Vector spaces: Quantum states are represented as vectors in a complex vector space.  

2. Linear transformations: Quantum gates and operations are represented as linear transformations 

on these vector spaces.  

• Group Theory  

1. Unitary groups: Quantum gates and operations are represented as elements of unitary groups 

(e.g., U(2) for single-qubit gates).  

2. Symmetries: Quantum systems exhibit symmetries that are described by group theory.  

• Functional Analysis  

1. Hilbert spaces: Quantum states are represented as vectors in a Hilbert space.  

2. Operators: Quantum observables are represented as operators on these Hilbert spaces.  

• Number Theory  
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1. Modular arithmetic: Quantum algorithms for factorization and discrete logarithms rely on 

modular arithmetic.  

2. Elliptic curves: Quantum algorithms for cryptography and coding theory rely on elliptic 

curves.  

• Probability Theory  

1. Probability amplitudes: Quantum states are described by probability amplitudes.  

2. Born’s rule: The probability of measuring a particular outcome is given by Born’s rule.  

  

Quantum parallelism leverages these mathematical concepts to enable the simultaneous 

evaluation of multiple possibilities, leading to exponential speedup over classical computation for 

certain problems.  

  

2.3 Applications of Quantum Computing    

         

A quantum computer is a computer that exploits quantum mechanical phenomena. On small 

scales, physical matter exhibits properties of both particles and waves, and quantum computing 

leverages this behavior using specialized hardware. Classical physics cannot explain the 

operation of these quantum devices, and a scalable quantum computer could perform some 

calculations exponentially faster than any modern “classical” computer. Theoretically a large 

scale quantum computer could break some widely used encryption schemes and aid physicists in 

performing physical simulations; however, the current state of the art is largely experimental and 

impractical, with several obstacles to useful applications.          
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The basic unit of information in quantum computing, the qubit (or “quantum bit”), serves the 

same function as the bit in classical computing. However, unlike a classical bit, which can be in 

one of two states (a binary), a qubit can exist in a superposition of its two “basis” states, a state 

that is in an abstract sense “between” the two basis states. When measuring a qubit, the result is a 

probabilistic output of a classical bit. If a quantum computer manipulates the qubit in a particular 

way, wave interference effects can amplify the desired measurement results. The design of 

quantum algorithms involves creating procedures that allow a quantum computer to perform 

calculations efficiently and quickly.          

Quantum computers are not yet practical for real work. Physically engineering high-quality qubits 

has proven challenging. If a physical qubit is not sufficiently isolated from its environment, it 

suffers from quantum decoherence, introducing noise into calculations. National governments 

have invested heavily in experimental research that aims to develop scalable qubits with longer 

coherence times and lower error rates. Example implementations include superconductors (which 

isolate an electrical current by eliminating electrical resistance) and ion traps (which confine a 

single atomic particle using electromagnetic fields).          

In principle, a classical computer can solve the same computational problems as a quantum 

computer, given enough time. Quantum advantage comes in the form of time complexity rather 

than computability, and quantum complexity theory shows that some quantum algorithms are 

exponentially more efficient than the best-known classical algorithms. A large-scale quantum 

computer could in theory solve computational problems unsolvable by a classical computer in 

any reasonable amount of time. This concept of extra ability has been called “quantum 

supremacy”. While such claims have drawn significant attention to the discipline, near-term 

practical use cases remain limited.          

Quantum computing has significant applications across various fields due to its ability to solve 

complex problems more efficiently than classical computers. Key areas include:          

1. Artificial Intelligence (AI):Enhancing machine learning and optimization tasks by enabling 

faster data processing and model training.            
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2. Data Science and Analysis: Quantum algorithms can manage and process vast amounts of   

structured and unstructured data for insights and decision-making.            

3. Drug Discovery and Medical Research: Revolutionizing pharmaceutical development through 

rapid simulations of molecular interactions and improved precision in drug design.            

4. Materials Science: Predicting properties and behavior of new materials at the atomic level, 

aiding innovations in nanotechnology and advanced materials.                  

5. Supply Chain and Logistics: Optimizing inventory placement, transportation, and resource   

allocation for cost-efficiency.            

6. Climate Modeling and Weather Forecasting: Enhancing simulation accuracy by handling 

complex climate systems and their interactions.            

7. Finance: Performing high-speed portfolio optimization, fraud detection, and risk assessment.            

8. Cryptography: Strengthening encryption methods and breaking existing cryptographic systems 

for secure communication.          

These applications demonstrate the transformative potential of quantum computing in solving  

real-world challenges.            

2.4 Limitations of Quantum Computing           

Quantum computing has several limitations, including:          

1) Error correction: Quantum computers are more likely to have computational faults than 

classical computers, and it’s difficult to correct these errors.           
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2) Scalability: Quantum computers are still relatively small compared to classical 

computers.           

3) Hardware development: It’s challenging to develop high-quality quantum hardware, such 

as qubits and control electronics.          

4) Software development : There’s a need for new programming languages, compilers, and 

optimization tools.           

5) Environmental sensitivity: Quantum computers need to be kept at or around absolute 

zero, under no atmospheric pressure, and insulated from the earth’s magnetic field.          

6) Lack of standards: There are currently no standards for quantum programming languages 

and software tools.           

7) Trained talent: There aren’t many people who are properly educated and trained to work 

in quantum computing.          

8) Overall expense: Quantum computers are expensive.        
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3.2  Shor’s Algorithm          

 Shor’s Algorithm, named after mathematician Peter Shor, is a quantum algorithm designed to 

efficiently factorize large composite numbers. It’s one of the most famous and impactful 

algorithms in quantum computing, as it provides an exponential speedup over the best-known 

classical algorithms for factoring. The ability to factor large numbers has significant 

implications for cryptography, particularly RSA encryption.Shor’s Algorithm can factor a 

composite number in polynomial time, specifically, compared to the exponential time required 

by classical algorithms. This efficiency has made Shor’s Algorithm a symbol of the potential 

power of quantum computing and has spurred interest in post-quantum cryptography, which 

seeks cryptographic methods resistant to quantum attacks.          

Shor’s Algorithm is more than just a method for factoring numbers; it’s a foundational result 

that has shaped the field of quantum computing. It has inspired further research into quantum 

algorithms, complexity theory, and the development of quantum-resistant cryptographic 

protocols.          

Shor’s Algorithm represents a landmark achievement in quantum computing, showcasing the 

potential of quantum algorithms to solve problems previously considered intractable. Its 

discovery has had a profound impact on both the theoretical and practical aspects of quantum 

computing and cryptography.Shor’s factoring algorithm finds one of two unknown variables 

that are crucial for efficiently factoring an integer. With two unknowns in one equation, finding 

both values quickly becomes classically intractable as the target integer gets larger. There are 

classical algorithms to find one of those values, but they become increasingly inefficient as the 

target integer gets larger. With Shor’s quantum algorithm finding that value efficiently, it then 

becomes considerably easier to find the other value.The core of Shor’s Algorithm is the  

Quantum Fourier Transform (QFT), a quantum analog of the classical Fourier Transform. The  
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QFT allows the algorithm to find the period of a specific mathematical function related to the 

number being factored. Once the period is found, the prime factors can be efficiently extracted 

using classical methods. The problem of factoring a large composite number into its prime 

factors is classically hard, meaning that the time required to solve it grows rapidly with the size 

of the input. RSA encryption, widely used in secure data transmission, relies on the difficulty of 

factoring large numbers. Shor’s Algorithm, by efficiently solving this problem, poses a potential 

threat to RSA and similar encryption schemes. Shor’s algorithm complexity is exponentially 

more efficient than known classical algorithms, such as Quadratic Sieve or General Number 

Field Sieve.          

Shor’s factoring algorithm also highlights the computational power of QPE and QFT, which 

have applications beyond integer factorization. One of the most talked about potential 

applications of quantum computing, for example, is quantum chemistry. QPE can compute the 

ground state energies of molecules with the same exponential efficiency advantage as it bestows 

upon integer factorization. While Shor’s Algorithm is theoretically efficient, its practical 

implementation on current quantum computers is challenging. It requires a significant number 

of qubits and error corrected operations. Efforts to implement Shor’s Algorithm have led to 

valuable insights into quantum error correction, algorithm optimization, and hardware 

development.          

 3.3 Grover’s Algorithm          
In quantum computing, Grover’s algorithm, also known as the quantum search algorithm, is a 

quantum algorithm for unstructured search that finds with high probability the unique input to a 

black box function that produces a particular output value, using just  O(√N) evaluations of the 

function, where  N is the size of the function’s domain. It was devised by Lov Grover in 1996.       

The analogous problem in classical computation cannot be solved in fewer than  O(N) 

evaluations (because, on average, one has to check half of the domain to get a 50% chance of 
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finding the right input). Charles H. Bennett, Ethan Bernstein, Gilles Brassard, and Umesh 

Vazirani proved that any quantum solution to the problem needs to evaluate the function Omega   

(√N) times, so Grover’s algorithm is asymptotically optimal.          

Since classical algorithms for NP-complete problems require exponentially many steps, and  

Grover’s algorithm provides at most a quadratic speedup over the classical solution for 

unstructured search, this suggests that Grover’s algorithm by itself will not provide polynomial 

time solutions for NP-complete problems (as the square root of an exponential function is still 

an exponential, not a polynomial, function).          

Unlike other quantum algorithms, which may provide exponential speedup over their classical 

counterparts, Grover’s algorithm provides only a quadratic speedup. However, even quadratic 

speedup is considerable when  N is large, and Grover’s algorithm can be applied to speed up 

broad classes of algorithms. Grover’s algorithm could brute-force a 128-bit symmetric 

cryptographic key in roughly 2^64 iterations, or a 256-bit key in roughly 2^128 iterations. It 

may not be the case that Grover’s algorithm poses a significantly increased risk to encryption 

over existing classical algorithms, however.        

     
    

   
  

3.4 Quantum Approximation Optimization Algorithm  
 
  

   

A quantum algorithm that produces approximate solutions for combinatorial optimization 

problems. The algorithm depends on a positive integer p and the quality of the approximation 

improves as p is increased. The quantum circuit that implements the algorithm consists of 

unitary gates whose locality is at most the locality of the objective function whose optimum is 

sought. The depth of the circuit grows linearly with p times (at worst) the number of constraints. 

If p is fixed, that is, independent of the input size, the algorithm makes use of efficient classical 

preprocessing. If p grows with the input size a different strategy is proposed. We study the 

algorithm as applied to MaxCut on regular graphs and analyze its performance on 2-regular and 
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3-regular graphs for fixed p. For p = 1, on 3-regular graphs the quantum algorithm always finds 

a cut that is at least 0.6924 times the size of the optimal cut.          

   

 3.5 Quantum Fourier Transform       

In quantum computing, the quantum Fourier transform (QFT) is a linear transformation on 

quantum bits, and is the quantum analogue of the discrete Fourier transform. The quantum  

Fourier transform is a part of many quantum algorithms, notably Shor’s algorithm for factoring 

and computing the discrete logarithm, the quantum phase estimation algorithm for estimating 

the eigenvalues of a unitary operator, and algorithms for the hidden subgroup problem. The 

quantum Fourier transform was discovered by Don Coppersmith. With small modifications to 

the QFT, it can also be used for performing fast integer arithmetic operations such as addition 

and multiplication.          

The quantum Fourier transform can be performed efficiently on a quantum computer with a 

decomposition into the product of simpler unitary matrices. The discrete Fourier transform on  

2^n amplitudes can be implemented as a quantum circuit consisting of only O(n^2) Hadamard 

gates and controlled phase shift gates, where n is the number of qubits.This can be compared 

with the classical discrete Fourier transform, which takes O(n2^n) gates(where n  is the number 

of bits), which is exponentially more than O(n^2)          

The quantum Fourier transform acts on a quantum state vector (a quantum register), and the 

classical Discrete Fourier transform acts on a vector. Both types of vectors can be written as lists 

of complex numbers. In the classical case, the vector can be represented with e.g. an array of 

floating point numbers, and in the quantum case it is a sequence of probability amplitudes for all 

the possible outcomes upon measurement (the outcomes are the basis states, or eigenstates).  

Because measurement collapses the quantum state to a single basis state, not every task that uses 

the classical Fourier transform can take advantage of the quantum Fourier transform’s 

exponential speedup.           
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The best quantum Fourier transform algorithms known (as of late 2000) require only O(n log n) 

gates to achieve an efficient approximation, provided that a controlled phase gate is 

implemented as a native operation.          
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 4.2 Quantum Cryptography Algorithms           

4.2.1 BB84          

BB84 is a quantum key distribution scheme developed by Charles Bennett and Gilles Brassard in 

1984. It is the first quantum cryptography protocol.It is usually explained as a method of securely 

communicating a private key from one party to another for use in one-time pad encryptionBB84    

QKD system transmits individual photons through a fiber optic cable, with each photon   

representing a bit of data (zero or one). Polarizing filters on the sender’s side set each photon’s 

orientation, while the receiver uses beam splitters to read it. The sender and receiver then compare 

their photon orientations, with the matching set becoming the cryptographic key.          

In the BB84 protocol, Alice can transmit a random secret key to Bob by sending a string of photons 

with the private key encoded in their polarization. The no-cloning theorem guarantees that Eve 

cannot measure these photons and transmit them to Bob without disturbing the photon’s state in a 

detectable way.          

The above is true, considering no error on the quantum channel. If the track is prone to error, 

Alice and Bob will not detect Eve’s presence all the time.          

For the BB84 protocol. In the first step, Alice and Bob communicate over a Quantum Channel.  

Alice randomly selects a string of bits and a string of base of equal length.Then she transmits a 

photon for each bit with the corresponding polarization through an optical fiber to Bob.  

Bob randomly chooses a basis for each photon to measure its polarization. If Bob selects the same 

basis as Alice for a particular photon, he will correctly find the bit Alice wanted to share as he 

measured the same polarization. If he doesn’t guess correctly, he will get a random bit.          
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Alice and Bob communicate over a classical public channel in the second step. Bob tells Alice the 

bases he used to measure each photon. Alice informs Bob of the bases he guessed correctly to 

measure the encoded bits. After that, Alice and Bob remove the encoded and measured bits on 

different bases.          

To check the presence of Eve, Alice and Bob can share a few bits from the shifted key, which are 

supposed to be the same. Any disagreement in the compared bits will expose the presence of    

Eve.          

Due to the presence of Eve, despite having six identical bases, only one of Alice’s and Bob’s bits 

match. Which revealed the presence of Eve in the channel. In this case, Alice and Bob will have to 

transmit the photons again using another Quantum Channel.          

No Cloning Theorem: the no-cloning theorem states that it is impossible to create an independent 

and identical copy of an arbitrary unknown quantum state, a statement which has profound 

implications in the field of quantum computing among others.          

4.2.2 Ekert 91          

The Ekert protocol proposed by Arthur Ekert in 1991 is a method for quantum key distribution. The 

protocol is based on the principle of quantum entanglement and a clever use of the identities 

prescribed by Bell’s test to entangled qubits. We show below the derivations to detect an 

eavesdropper, Eve, when Alice and Bob are trying to exchange keys for secure communication.          

 In Ekert’s protocol instead of Alice sending particles to Bob,there is a central source creating 

entangled particles and sending one to Alice and one to Bob. The Ekert protocol more accurately 

reflects future real life situations, since due to distance limitations, a practical implementation of 

quantum cryptography would involve a central source, such as a satellite, sending signals to 

multiple receivers. Although many physical quantities (observables) can be used to explain the 

creation of quantum entanglement, Ekert used quantum states called spin singlets. Quantum 

entanglement is the inability to define the quantum state of one object without reference to the 

quantum state of another object far away from the first. Although no conclusions can be made about 
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the individual states of the objects, the quantum state of both objects is well defined. Rather than 

trusting the source, which could be in Eve’s hands, Ekert set up the protocol, such that the source 

emits pairs of spin- ½ particles in singlet states : Φ =1√2(|↑↓i+ |↓↑i)           

The equation above demonstrates that in state I (first Bracket), particle A has a spin pointing up and 

particle B has a spin pointing down . In state II (second bracket) Particle A has spin pointing down 

and particle B has spin pointing up. This can be called the superposition of states, in which the 

combined state of both particles is well defined, however it is unknown which way either particle 

is spinning. It other words, although it is known that one particle is spinning up, and the other 

spinning down, it is impossible to tell which particle is which until a measurement is made.          

Both Alice and Bob must randomly pick one of three coplanar axes in which to measure the 

incoming particles. These three bases can be mathematically represented by defining the vectors 

ai (I = 1,2,3) (for Alice) and bj (j=1,2,3) (for Bob)[2]. If the particles are traveling along the z 

direction, the vectors ai and bj are defined as being located in the x-y plane (perpendicular to the 

trajectory of the particles).           

By using the vertical X  axis from which to measure the angles, the vectors ai and bj can be 

described by φA  1 = 0° , φA= 45 ° ΦA= 90°, and φB1 = 45°, φB2=90 °and φB3= 135 ° The a 

and b superscripts describe the orientation of Alice and Bob’s analyzer’s respectively.It is clear 

from the explanation above that there is a 1/3 chance that Alice and Bob will chose compatible 

basis  in which to measure the incoming particles.  If Alice and Bob chose a compatible basis, and 

Alice measures a spin up particle, the quantum state of the system collapses into state I, and the 

probability of Bob measuring a spin down particle is 100%.          

Similarly, if Alice observes a particle with spin down, Bob will detect a spin up particle  with 

100% certainty. However, when Alice and Bob decide to measure the spins in incompatible bases, 

this experiment becomes interesting.  If Alice measures the particles in one basis, Bob’s 

measurement outcome will be random when measured in a non-compatible basis.          

For example, if Alice detects a spin up particle in the 45° basis, there exists an equal probability 

that Bob will uncover a spin up or spin down particle in the 90 ° basis.          
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This implies that Bob’s particle ”knows” how Alice’s particle was measured, and orients itself 

accordingly. There must exist some form of action at a distance that informs Bob’s particle 

which basis Alice used, so that Bob’s particle can decide weather it should compliment Alice’s 

measurement in the same basis, or pick a random orientation formation about the key. Since the 

states of the particles are not collapsed until a measurement is made, trying to gain information 

about the system is analogous to looking for information that does not yet exist. For example, if 

both Alice and Bob choose to measure a particle in the 45° basis, and Alice detects a spin up 

particle, Bob expects to discover a spin down particle. If Bob’s expectation is not fulfilled, it 

might mean that Eve has intercepted the line. If Eve is trying to detect particles coming from the 

source, she must choose a basis in which to measure her particle. In the process of detecting the 

particle in her basis, Eve destroys it.  If Eve’s choice of basis does not correspond to Alice’s and 

Bob’s, the result of her measurement will be random. She will then recreate her detected particle, 

and send it to Bob.  After Eve’s intervention, the orientation of the particle Bob receives will be 

random. If he measures an orientation that does not correlate to Alice’s result, he will get an    

error. If incompatible bases are chosen. The fact that Alice and Bob’s particles are aware of each   

other’s presence, is what makes the entanglement phenomenon defy the classical rules of locality  

and realism. Quantum cryptography experiments have proved that this ”spooky action. At a 

distance” Einstein ridiculed, is a So if Alice and Bob choose compatible bases, their 

measurement results will be anticorrelated, meaning Bob’s particle will have spin up, and Alice’s 

will have spin down, and vice versa. In order to discard the random measurements Alice and 

Bob made in incompatible basis, the two participants must publicly announce which basis the 

particles were measured in. They can then discard results obtained in incompatible basis, without 

actually revealing the outcomes of their measurements. This sifting process shrinks the key 

down to 30% of its original size, leaving them with a sifted key. Within the sifted key, the spin 

up and spin down states of the particles correspond to bit values 1 and 0 respectively.       The 

fact that entangled states are used is one the things that makes it hard for eavesdropper to gain in 
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formation about the key. Since the states of the particles are not collapsed until a measurement is 

made, trying to gain information about the system is analogous to looing for information that  

does not yet exist. For example, if both Alice and Bob choose to measure a particle in the 45 ◦ 

basis, and Alice detects a spin up particle, Bob expects to discover a spin down particle. If Bob’s 

expectation is not fulfilled, it might mean that Eve has intercepted the line. If Eve is trying to 

detect particles coming from the source, she must choose a basis in which to measure her particle. 

In the process of detecting the particle in her basis, Eve destroys it. If Eve’s choice of basis does 

not correspond to Alice’s and Bob’s, the result if her measurement will be random. She will then 

recreate her detected particle, and send it to Bob. After Eve’s intervention, the orientation of the 

particle Bob receives will be random. If he measures an orientation that does not correlate to 

Alice’s result, he will get an error.          

              

4.3 Applications of Quantum Cryptography            

          

1. Secure Communication – Quantum Key Distribution (QKD) enables secure sharing 

of encryption keys by detecting eavesdropping. For example, protocols like BB84 

ensure key security through quantum mechanics.         

                        Used in defense, government, and banking sectors to protect communications     

2. Secure Cloud Computing – Protects data stored in cloud systems using quantum 

encryption, ensuring security against future quantum computing threats.          

3. Internet of Things (IoT) Security – Ensures secure communication between IoT 

devices, which are often vulnerable to cyberattacks.          

4. Banking and Financial Transactions – Prevents fraud and data breaches in digital 

transactions by securing payment gateways and financial networks.          

33



                                                                                                            Quantum Computing in Cryptography            

               Department of Mathematics, St Teresa’s College (Autonomous), Ernakulam           

5. Military and Defense Applications -  Protects sensitive military communications, 

ensuring encrypted messaging and secure data exchange.          

6. Secure Voting Systems – Ensures integrity and anonymity in electronic voting 

systems by preventing tampering and data breaches.          

7. Healthcare Data Security  -Protects sensitive patient information and ensures 

privacy in telemedicine and digital health records.          

8. Intellectual Property Protection– Secures sensitive information, such as trade 

secrets, patents, and R&D data, against industrial espionage.          

9. Satellite Communication – Used in secure communication networks for satellites 

(e.g., China’s quantum satellite Micius), enabling ultra-long-distance secure 

communication.          

10. Future-proof Security -  Provides solutions resistant to attacks from quantum 

computers, which could render traditional encryption obsolete.          

          

These applications are rapidly evolving, with more industries exploring quantum cryptography 

to address emerging cybersecurity challenges.         

               

4.4 Limitations of Quantum Cryptography           

Quantum cryptography offers strong security based on the principles of quantum mechanics, but 

it also comes with several limitations:          

          

1)Technological Challenges:           
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Infrastructure: Quantum cryptography often requires specialized hardware, like quantum key 

distribution (QKD) systems, which are expensive and complex to implement and maintain.         

Distance Limitations: For technologies like QKD, the transmission of quantum information over 

long distances is difficult. Quantum signals are prone to attenuation and noise, making it hard to 

maintain the integrity of the signal over large distances, though advancements like quantum 

repeaters may address this in the future.          

          

2)Scalability: Quantum cryptographic systems are still in their early stages, and scaling up these 

systems to cover large networks or operate over the internet requires substantial advancements in 

both quantum technologies and classical network infrastructures.          

          

3)Vulnerability to Practical Implementation: While quantum cryptography itself offers 

theoretically unbreakable encryption, real-world implementations are still susceptible to issues 

like side-channel attacks, where information can be leaked through imperfections in the physical 

implementation of the quantum system.          

          

4)Key Management: In quantum key distribution, the secure exchange of cryptographic keys is 

key, but managing and securely storing these keys across distributed systems becomes a 

challenge, especially as the number of users increases.          

          

5)Quantum Resource Requirements: The processing power required to implement quantum  

cryptography is significant. This includes both the need for specialized quantum computers or  

devices and the infrastructure to handle the quantum states.              
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6)Compatibility with Existing Systems: Quantum cryptography is not directly compatible with 

current cryptographic protocols, meaning existing systems would need to be upgraded or 

replaced. This transition period could be costly and time-consuming.          

          

7)Quantum Computing Threat: While quantum cryptography is designed to protect against the 

threats posed by quantum computers, quantum computing itself is still in development. When large-

scale quantum computers become available, they could potentially break classical encryption 

methods, but they are not yet advanced enough to impact most quantum cryptographic protocols.          

         

These limitations indicate that quantum cryptography is promising but faces hurdles before it can 

be widely adopted.          

           

4.5 POST QUANTUM CRYPTOGRAPHY           

Post-quantum cryptography (PQC), sometimes referred to as quantum-proof, quantum-safe, or 

quantum-resistant, is the development of cryptographic algorithms (usually public-key algorithms) 

that are currently thought to be secure against a cryptanalytic attack by a quantum computer. Most 

widely-used public-key algorithms rely on the difficulty of one of three mathematical problems: 

the integer factorization problem, the discrete logarithm problem or the elliptic-curve discrete 

logarithm problem. All of these problems could be easily solved on a sufficiently powerful quantum 

computer running Shor’s algorithm or even faster and less demanding (in terms of the number of 

qubits required) alternatives.          

While, as of 2024, quantum computers lack the processing power to break widely used 

cryptographic algorithms, cryptographers are designing new algorithms to prepare for Y2Q or 

QDay, the day when current algorithms will be vulnerable to quantum computing attacks. Their 

work has gained attention from academics and industry through the PQCrypto conference series 
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hosted since 2006, several workshops on Quantum Safe Cryptography hosted by the European   

Telecommunications Standards Institute (ETSI), and the Institute for Quantum Computing.           

The rumoured existence of widespread harvest now, decrypt later programs has also been seen as a 

motivation for the early introduction of post-quantum algorithms, as data recorded now may still 

remain sensitive many years into the future.  In contrast to the threat quantum computing poses to 

current public-key algorithms, most current symmetric cryptographic algorithms and hash 

functions are considered to be relatively secure against attacks by quantum computers.While the 

quantum Grover’s algorithm does speed up attacks against symmetric ciphers, doubling the key 

size can effectively block these attacks. Thus post-quantum symmetric cryptography does not need 

to differ significantly from current symmetric cryptography. On August 13, 2024, the U.S. National 

Institute of Standards and Technology (NIST) released final versions of its first three Post Quantum 

Crypto Standards.          
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